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1. INTRODUCTION

1.1 OBJECTIVE

myHSA is committed to information security and privacy. In accordance with this commitment, MyHSA
has developed and established an Information Security Management System (ISMS), for which a
component of that system includes our Privacy Policy. Thus, the key objective of the Policy is to guide
myHSA executives with directions on how to communicate our privacy policy to its employee’s, partners,
and clients.

2. SCOPE

This policy applies to all users which include but not limited to employees, partners, clients, contractors,
part-time and temporary workers, trainees, service providers, and those employed by others to perform
work at myHSA. myHSA is committed to providing safe computing and has implemented this Privacy
Policy to demonstrate our firm commitment to our client’s privacy. myHSA complies with Canadian
Federal and Provincial privacy laws and regulations including the Personal Information Protection and
Electronic Documents Act and the Personal Information Protections Act.

3. PoLicy
3.1 GENERAL

e myHSA assumes full accountability for the personal information within its possession and control.
This organization has appointed a Privacy Officer as custodian of all privacy matters and legal
compliance with privacy laws.

¢ We obtain personal information directly from the individual to which the information belongs.
Individuals are entitled to know how we use personal information and will limit the use of any personal
information collected only to what is needed for those stated purposes.

¢ We will obtain individual consent if personal information is to be used for any other purpose. We will
not use that information without the consent of the individual. Under no circumstances will we sell,
distribute, or otherwise disclose personal information or contact lists to third parties. However, limited
disclosure may be required as part of us fulfilling our stated business duties and day-to-day
operations. This may include our consultants, suppliers, or business partners but only with the
understanding that these parties obey and abide by this Privacy Policy, to the extent necessary of
fulfilling their own business duties and day-to-day operations.

e  We will retain personal information only for the duration it is needed for conducting business. Once

personal information is no longer required, it will be destroyed in a safe and secure manner. However,

certain laws may require that certain personal information be kept for a specified amount of time.
Where this is the case, the law will supersede this policy.
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¢ We vow to protect personal information with the appropriate security measures, physical safeguards,
and electronic precautions. As per our Data Breach Response Policy, we will notify all affected
individuals of a security event or breach that pertains to their personal information.

o myHSA is a paperless environment so we maintain personal information through electronic files.
Where required by law or disaster recovery/business continuity policies, older paper records may
be stored in a secure, offsite location.

o Access to personal information will be authorized only for the employees and agents who
require the information to perform their job duties, and to those otherwise authorized by
law.

o Our computer and network systems are secured by complex passwords. Only authorized
individuals may access secure systems and databases.

o Routers and servers connected to the Internet are protected by a firewall and are further
protected by virus attacks or "snooping" by sufficient software solutions.

o Personal information is not transferred to volunteers, summer students, interns, or other non-
paid staff by e-mail or any other electronic format

3.2 WEBSITE

e myHSA is committed to providing safe web sites for visitors of all ages and has implemented this
Privacy Policy to demonstrate our firm commitment to your privacy. myHSA complies with Canadian
Federal and Provincial privacy laws and regulations including the Personal Information Protection
and Electronic Documents Act and the Personal Information Protections Act.

e We use your Personal Information only for providing and improving the Site. By using the Site, you
agree to the collection and use of information in accordance with this policy.

e There may be links from our Site to other web sites; note that this Privacy Policy applies only to our
Site and not to web sites of other companies or organizations to which our Sites may be linked. You
must check on any linked sites for the privacy policy that applies to that site and/or make any
necessary inquiries in respect of that privacy policy with the operator of the linked site. These links to
third party websites are provided as a convenience and are for informational purposes only. The
Company does not endorse, and is not responsible for, these linked websites.

3.2.1 Information Collection and Use

e  While using our Site, we may ask you to provide us with certain personally identifiable information
that can be used to contact or identify you. Personal Information is information about you that
identifies you as an individual, for example, your name, address, e-mail address, or telephone
number. ("Personal Information").

3.2.2 LogData

e Like many site operators, we collect information that your browser sends whenever you visit our Site
("Log Data"). This Log Data may include information such as your computer's Internet Protocol ("IP")
address, browser type, browser version, the pages of our Site that you visit, the time and date of
your visit, the time spent on those pages and other statistics. In addition, we may use third party
services such as Google Analytics that collect, monitor, and analyze this ...
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3.23

3.24

3.2.5

3.2.6

3.2.7

Communications

We may use your Personal Information to contact you with information pertaining to your myHSA
account(s).

Cookies

myHSA, in common with many web site operators, may use standard technology called "cookies" on
its Sites. For security and confidential reasons, we do not use cookies to store any confidential
information such as passwords. Cookies are small data files that are downloaded onto your
computer when you visit a particular web site. You can disable cookies by turning them off in your
browser: however, some areas of the Site may not function properly if you do so.

Security

We have put in place physical, electronic, and managerial procedures to safeguard and help prevent
unauthorized access, maintain data security, and correctly use the information we collect online.
myHSA applies security safeguards appropriate to the sensitivity of the information, such as retaining
information in secure facilities, encryption of sensitive data and making personal information
accessible only to authorized employees on a need-to-know basis.

The security of your Personal Information is important to us but remember that no method of
transmission over the Internet, or method of electronic storage, is 100% secure. While we strive to
use commercially acceptable means such as SSL and encryption to protect your Personal
Information, we cannot guarantee its absolute security.

Storage of Information

Personal information you share with us is securely stored on our database servers at AWS data
centers in Montreal, Canada.

Changes To This Privacy Policy

This Privacy Policy is effective as of 01/01/2017 and will remain in effect except with respect to any
changes in its provisions in the future, which will be in effect immediately after being posted on this

page.

We reserve the right to update or change our Privacy Policy at any time and you should check this
Privacy Policy periodically. Your continued use of the Service after we post any modifications to the
Privacy Policy on this page will constitute your acknowledgment of the modifications and your
consent to abide and be bound by the modified Privacy Policy.

If we make any material changes to this Privacy Policy, we will notify you either through the email
address you have provided us, or by placing a prominent notice on our website.
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4. ENFORCEMENT AND COMPLIANCE

Compliance with myHSA policies is mandatory and places the following responsibilities on myHSA
members with access to myHSA'’s information assets:

e Information Security Officers will ensure that myHSA management understand and follow this
policy and conduct periodic reviews to ensure compliance.

e ltis the responsibility of all myHSA management to ensure their areas of responsibility comply
with this policy.

Any employee found to have violated this policy may be subject to disciplinary action, up to and including
termination of employment.

Audits will be performed on a yearly basis by our authorized 3™ Party vendor.

Audits will be managed by IT, in accordance with the Risk Management Policy. IT will filter findings not
related to a specific operational group and then present the findings to the appropriate support staff for
remediation or justification. Every effort will be made to prevent audits from causing operational failures or

disruptions.

This policy is compliant to the ISO 27002 Best Practices.
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